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Announcements and updates from Finance, Campus Services, Human Resources, Risk & Internal Controls, and Safety & Security 

Chart of the Month 
Cybersecurity Awareness Month 

How often do you save your passwords  
in the browser when prompted?  

 
 

and Behaviors Report 2022, National Cybersecurity Alliance 

when your web browser prompts you, doing so puts your 
security at risk. It is easy for viruses, malware, and even 
trusted software to gain access to password data in your 
browser and to your accounts. A survey conducted by the 

National Cybersecurity Alliance (NCA) show that three-
quarters of respondents have saved passwords to their 
browser. Instead, experts recommend using a Password 
Manager for storing and securing your passwords. A 
password managers can generate and remember different, 
complex passwords for each of your accounts. 

October is Cybersecurity Awareness Month! Cyber-attacks 
continue to increase, and it is essential that everyone 
understand how to stay safe. The NCA in partnership with 
the Cybersecurity and Infrastructure Security Agency (CISA) 
is focusing on 4 key tips to staying cybersafe:  

• Think Before You Click: Recognize and Report Phishing: If 
a link looks a little off, it could be an attempt to get 

sensitive information or install malware.  

• Use Strong Passwords: Use passwords that are long, 
unique, and randomly generated.  

• Update Your Software: Don't delay -- If you see a software 
update notification, act promptly. Better yet, turn on 
automatic updates. 

• Enabling multi-factor authentication (MFA): You need 
more than a password to protect your online accounts, 
and enabling MFA makes you significantly less likely to get 

hacked. Check out this ITC recently Duo MFA Attacks post 
that provides additional information and guidance.  

Cleston Murray,  

Employment Compliance Consultant 

Upcoming Dates  Mark your Calendars 

Accelerated PCard Sweep: October 20 
To encourage participation in the Day of Caring on October 
21st, the weekly PCard sweep will be Thursday, October 20th. 

Open Enrollment: October 17  October 31 
The Dartmouth College Open Enrollment period is your 
annual opportunity to evaluate and make any necessary 

changes to your health and wellness benefit elections for the 
upcoming calendar year. Go to dartgo.org/benefits2023 to 
learn more. 

FAMIS Replacement: Outage October 23-November 6 
The new Planon Facilities Management software will replace 
FAMIS, with a go-live date of November 6th. There will be a 
blackout on the FAMIS system starting on October 23rd with 
billings and reporting and will not available until the Planon 
system is live.  Please note requests can still be made to Work 
Control during the blackout period, either via email at: 
Work.Control.Office@Dartmouth.edu or phone at: 646-2508. 
The difference in reporting effective November 6th will be 

limited to the work order number syntax, which previously 
  Stay tuned for future 

communication and resources regarding making new 
requests post November 6th. 

System Outages: November 3 and November 10 
Oracle EBS, Thursday, November 3rd, All Day: Oracle EBS, 
the system that hosts Employee Self-Service, iExpense, etc., 
and feeds data to the Finance eForms, will be moving to new 
hardware and will require a system outage. This will mean 
that Oracle EBS and Finance eForms, both within the web 
browser and within the OnBase Unity Client, will be 
unavailable during the outage. IRA Financial Reports will be 

available during the outage, but data will be stale on Friday 
and will be up to date on Monday, 11/7. Fiscal month-end close 
will be extended to Monday, 11/7. PCard sweep date for 11/4 
will be extended to Friday, 11/11.  

Dartmouth Network Outage, Thursday, November 10, 5:00 
 8:00AM: Dartmouth Network will be down for a system-wide 

update. It is not anticipated that this outage will have 
significant impact on operations. 

Fall Finance Information Forum: November 30 
Wednesday, November 30, 10:00AM via Zoom. Join us for the 
most recent updates on policies, processes, and projects. 
Click HERE to register to receive the meeting invite. 
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https://policies.dartmouth.edu/policy/independent-contractors-and-guests-policy
https://policies.dartmouth.edu/policy/independent-contractors-and-guests-policy
https://www.dartmouth.edu/finance/purchasing/working_with_suppliers/independent_contractors.php
https://www.dartmouth.edu/finance/purchasing/working_with_suppliers/independent_contractors.php
https://www.dartmouth.edu/finance/documents/purchasing_tab_documents/ic-decisiontree.pdf
https://www.dartmouth.edu/finance/documents/purchasing_tab_documents/ic-decisiontree.pdf
https://www.dartmouth.edu/finance/documents/purchasing_tab_documents/honorarium_acceptance.pdf
https://onbase.dartmouth.edu/app/FCAssets/assets/pages/FIN_INITIAL.html
https://www.dartmouth.edu/finance/documents/purchasing_tab_documents/limited_engagement_agreement_form.pdf
https://www.dartmouth.edu/finance/documents/purchasing_tab_documents/limited_engagement_works_for_hire_agreement_form.pdf
https://dartgo.org/headspace
https://www.dartmouth.edu/wellness/health_living_resources/mindfulness/index.php
https://www.dartmouth.edu/finance/employee-services/other_services/employee_self_service/direct_deposit.php#Go%20Paperless
https://www.dartmouth.edu/finance/employee-services/other_services/employee_self_service/direct_deposit.php#Go%20Paperless
mailto:Dartmouth.Payroll@dartmouth.eduC
https://listserv.dartmouth.edu/scripts/wa.exe?SUBED1=FINANCE-AND-ADMIN-OUTREACH&A=1
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https://www.dartmouth.edu/hr/employment/student_employment/news/nextgen/mainpage.php
https://reg.learningstream.com/s_reg/reg_registration_maintenance.aspx?vt=EXT&ek=0048-0006-2c4a9345f6184e56b0628630c8c0496d
https://dartgo.org/seo-preview
https://dartgo.org/seo-preview
https://www.dartmouth.edu/hr/docs/employment/seo/jobcreationtemplate_august2022.xlsm
https://www.dartmouth.edu/hr/docs/employment/seo/jobcreationtemplate_august2022.xlsm
mailto:Student.Employment.Office@dartmouth.edu
https://listserv.dartmouth.edu/scripts/wa.exe?SUBED1=FINANCE-AND-ADMIN-OUTREACH&A=1



